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INTRODUCTION 
 

The General Data Protection Regulation ‘GDPR’ came into effect in the UK in May 2018. As an EU Regulation 
the GDPR has direct effect on each EU Member state. 
 
The GDPR is a single legal framework across the EU for handing personal data of an EU citizen and is 
applicable to any organisation that processes personal data of an EU citizen anywhere in the world.  
 
The GDPR is regulated in the UK by the Information Commissioner’s Office ‘ICO’ as the Supervising 
Authority. The ICO have authority to investigate issues, conduct audits, require corrective actions and impose 
administrative fines. 
 
Risk analysis for GDPR has been and will continue to be carried out by undertaking Data Protection Impact 
Assessments ‘DPIA’.  These will assist the business to identify potential and key risk areas arising from 
collection, use or handling of Personal or Sensitive Data and to ensure the legal obligations are managed.  

 
 

GLOSSARY OF TERMS 
A glossary of defined terms is included in Annex A of this Policy 

 
THE SIX PRINCIPLES 
There are six fundamental principles which underpin how a person or an organisation controlling or 
processing personal data must act. 
 
All processing activities shall be in adherence with the six principles. 

 
Processed lawfully – fairly and in a transparent manner 
Collected  - for specified, explicit and legitimate purpose 
Adequate  - relevant and limited to what is necessary 
Accurate – and, where necessary, kept up to date 
Retained – only for as long as necessary 
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Processed Securely  - in an appropriate manner to maintain security. 
 

A record of processing activities is required and is to be kept up to date and available upon request of the 
Group Legal and Compliance Director or ICO audit. 
 
Any Person that processes Personal Data shall ensure the following; 
- Ensure the processing is lawful and document the lawful grounds for processing; and cease processing 

where there are no longer lawful grounds for processing; 
- That Data Subjects are informed of processing activities; where data  is collected from a source other 

than the Data Subject, the Data Subject is informed within 10 working days and provided statutory 
information; 

- remains accurate and where inaccurate, corrected as soon as possible, but no later than 5 days from 
when the error is reported; 

- Personal Data is retained in accordance with any Statutory or Legal - Group Retention policy only; 
- Ensuring security of the processing of the Personal Data and ensuring minimum standards of security 

are kept; 
- Shall ensure appropriate resource time is available to support Data Subject Access Requests. 
 

 
EIGHT RIGHTS OF A DATA SUBJECT/NATURAL PERSON 

 
The right to be Informed 
The right of Access 
The right of Rectification 
The right to Erasure 
The right to Restrict processing 
The right to data Portability 
The right to Object 
Rights in relation to automated decision making and Profiling 
 
TP Group is required to uphold these rights when processing Personal Data, a breach of these rights can 
result in an administrative fine by the Supervising Authority.  Under GDPR a Data Subject can seek redress 
where the above rights have been violated; these are  a) the right to lodge a complaint b) the right to an 
effective judicial remedy against a Supervising Authority and c) the same right to effective judicial remedy 
against a Controller or Processor and d) the right to compensation and liability. 

 
DATA SUBJECT ACCESS REQUESTS ‘SAR’ 

 
A Data Subject Access Request is where a Data Subject can ask for information held about them by a 
Controller. The Data Subject can request all Personal Data the Controller holds; the reasons for processing; 
the categories of personal data covered; information on Profiling; who the data is shared with and whether 
the data is shared outside of the EU and what safeguards are in place. 
 
TP Group must respond to a SAR within 30 days from the request; and must provide the information in 
electronic form if this is requested. All SAR requests need to be sent immediately to the local HR Manager 
and copy to GDPR.Services@tpgroup.uk.com .   The SAR is required to fall within the scope of information 
above, there may be grounds to refuse certain requests of information if they are deemed to fall outside of 
the scope of the SAR i.e. legal privilege. This should be determined with support of Group Legal. 

 
 

STORAGE AND HANDLING OF DATA 

A Clear Desk Policy is important for security and privacy control of all data not just Personal Data. All 
physically sensitive and  personal data must never be left out on desk tops, photocopier machines, left written 
on white boards, or left in unlocked drawers and other such unsuitable areas where it is easily accessible. All 
tangible Personal Data must be stored securely in locked cabinets.  
 
To reduce the risk surrounding storage and handling of sensitive and personal data it is recommended not to 
keep multiple copies. 
 
Removable media and portable devices, such as: CDROM, DVD or USB drives are treated as sensitive and 
must be securely kept in locked drawer when not in use, this protects Company data and Personal Data. 

 

mailto:GDPR.Services@tpgroup.uk.com
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TRANSFER OF PERSONAL DATA OUTSIDE THE EU 
 

Any processing of Personal Data between an EU  and Non- EU Country will require the appropriate 

safeguards. Countries outside the EU are deemed Third Countries unless a decision of Adequacy has been 

made by the Supervising Authority. Adequacy means that the country or territory in question has appropriate 

safety measures in place to protect the Personal Data.  The European Commission has issued two sets of non-

negotiable Standard Contractual Clauses a) an EU Controller to a non-EU Controller and 2) an EU Controller to 

a non-EU Processor.  These are available from the European Commission website  

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standard-

contractual-clauses-scc_en 

 

CONTROLLER PROCESSOR RELATIONSHIP  

The Data Controller is responsible for ensuring the rights of of the Data Subjects are upheld and this includes 

any Third Party Processors (e.g and outsourced Service Provider). There may be times when two or more 

organisations determine the purposes and means of processing, in these cases, the organisations are 

considered Joint Controllers.   A Processor is a natural or legal person, public authority, agency or other body 

which processes personal data provided by the Controller. Processors must also uphold the rights of the Data 

Subject and in some cases can be the Controller and Processor.  In contrast to the Data Processing Act 1998 

both the Data Controller and Data Processor have direct liability to the ICO. 

 

PERSONAL DATA BREACH  

A Personal Data Breach is a breach of security leading to the accidental or unlawful destruction, loss, 

alteration, unauthorised disclosure of, or access to Personal Data transmitted, stored or otherwise processed.  

In the first instance is you suspect a Personal Data Breach  you must immediately report the incident and 

details of Data Subjects affected and details of the Personal Data affected to the Local Site Manager and  ICT 

Team[– ictsupport@tpgroup.uk.com ; and a copy to GDPR.Services@tpgroup.uk.com 

 

Further guidance can be found in the Information Security Incident Management Policy. 

 
The ICT Team and Group Legal will determine the severity of the Personal Data Breach and if reporting is 
required to the ICO. TP Group has 72 hours to report a Personal Data Breach to the ICO from the time the 
Personal Data Breach is discovered so it is important to act immediately if a breach is suspected or occurs. 
 
 

BREXIT 
 
TP Group monitors the ongoing developments regarding the UK leaving the EU and compliance obligations. 
Now that the withdrawal period has closed on 31st December 2020 TP Group will monitor the situation with 
regard to a decision of ‘adequacy’ for the UK. TP Group have in place appropriate Standard Contractual 
Clauses agreements for the transfer of data to ensure GDPR continued compliance.. 

 
 
TPG RELATED POLICIES  

 
This Policy should not be read in isolation. The following policies also include specific and supporting 
requirements:  

 

- Privacy Policy  
- Information Security Incident Management Policy 
- Data Security and Disposal Policy  
- Cookie Policy  
- Data Retention Schedule . 

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standard-contractual-clauses-scc_en
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standard-contractual-clauses-scc_en
mailto:ictsupport@tpgroup.uk.com
mailto:GDPR.Services@tpgroup.uk.com
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GLOSSARY OF TERMS 

 

 

‘Data Subject’ means any identified or identifyable natural person, whose personal data is processed by 

the controller responsible for the processing. 

‘Personal Data’  means any information relating to an identified or identifiable natural person (‘data 
subject’); an identifiable natural person is one who can be identified, directly or indirectly, in 
particular by reference to an identifier such as a name, an identification number, location 
data, an online identifier or to one or more factors specific to the physical, physiological, 
genetic, mental, economic, cultural or social identity of that natural person; 

‘Processing’ means any operation or set of operations which is performed on personal data or on sets 
of personal data, whether or not by automated means, such as collection, recording, 
organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, 
disclosure by transmission, dissemination or otherwise making available, alignment or 
combination, restriction, erasure or destruction; 

‘Profiling’ means any form of automated processing of personal data consisting of the use of 
personal data to evaluate certain personal aspects relating to a natural person, in particular 
to analyse or predict aspects concerning that natural person’s performance at work, 
economic situation, health, personal preferences, interests, reliability, behaviour, location 
or movements; 

‘Pseudonymisation’  means the processing of personal data in such a manner that the personal data can no 
longer be attributed to a specific data subject without the use of additional information, 
provided that such additional information is kept separately and is subject to technical and 
organisational measures to ensure that the personal data are not attributed to an identified 
or identifiable natural person; 

‘Controller’  means the natural or legal person, public authority, agency or other body which, alone or 
jointly with others, determines the purposes and means of the processing of personal data; 
where the purposes and means of such processing are determined by Union or Member 
State law, the controller or the specific criteria for its nomination may be provided for by 
Union or Member State law; 

‘Processor’  means a natural or legal person, public authority, agency or other body which processes 
personal data on behalf of the controller; 

‘Recipient’  means a natural or legal person, public authority, agency or another body, to which the 
personal data are disclosed, whether a third party or not. 2However, public authorities 
which may receive personal data in the framework of a particular inquiry in accordance 
with Union or Member State law shall not be regarded as recipients; the processing of 
those data by those public authorities shall be in compliance with the applicable data 
protection rules according to the purposes of the processing; 

‘Third Party’  means a natural or legal person, public authority, agency or body other than the data 
subject, controller, processor and persons who, under the direct authority of the controller 
or processor, are authorised to process personal data; 



General Data Protection Regulation Policy            

TPG-CHR-046 GDPR Summary & Process Policy V1 2020   Page 5 of 5 

‘Consent’  means any freely given, specific, informed and unambiguous indication of the data 
subject’s wishes by which he or she, by a statement or by a clear affirmative action, 
signifies agreement to the processing of personal data relating to him or her; 

‘Personal Data Breach’  means a breach of security leading to the accidental or unlawful destruction, loss, 
alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or 
otherwise processed; 

‘Supervisory Authority’  means a national regulatory authority empowered to enforce the GDPR in their own 
member state.  This is the Information Commissioners Office ICO in England.  

‘Data Subject Access Request’  means the Data Subject’s right to obtain from the Controller on request, certain 
information relating to the processing of his/her personal data. 

 


